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Basic Exchange Setup Guide

The following document and screenshots are provided for a single Microsoft Exchange
Small Business Server 2003 or Exchange Server 2007 setup. These instructions are not
provided with any warranty or technical support.

It is assumed that you have a basic understanding and knowledge of Microsoft Exchange
server mail flow, addressing and routing connectors. For more information on routing

connectors and before using this document please download the following document
from the Microsoft website.

http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/extransrout.mspx

If you have multiple Exchange servers, you must read the document above and seek
advice for your particular system from a Microsoft Exchange professional. Improper
configuration of your Microsoft Exchange server will result in lost email and downtime.
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1. Open System Management, expand Advanced Management, then expand

the Exchange/First Organization item (sometimes named for the domain

name followed by (Exchange)).

Properties.

the Directory (if it is not already checked).

4. Click OK.

5. Expand Servers ->
[Server Name] ->
Protocols -> SMTP to
expose the Default
SMTP Virtual Server.
Right click on that
and choose
Properties.

6. Select the Delivery
tab and click
Outbound
connections...

7. Change the TCP port:

setting to 587 and
click OK.
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Expand Global Settings and right-click on Message Delivery and choose

Select the Recipient Filtering tab and check Filter recipients who are not in
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Outbound Connections I Nsm il
[V Limit rumnber of connections to; Jmi
Time-out [minutez]: o
[¥ Limit number of connections per domain to: ,107
TCP port: RLELELEL] 2 [=F
] Cancel | Help |

8. You should be in the Advanced Delivery |

Default SMTP Virtual Sdrihor U
Server Properties |3IJ
window in the General tasquerade domain:

tab. Click Advanced... |

Fully-qualified domain name:
|ref|e:-:iu:un.net LCheck DMS |
9. Verify that the “Smart l%’“‘"“ h“t‘
host” field is blank. If itis
not, you must learn why

before procee ding as [ Perform reverse DNS lookup on incoming messages

clearin g it m ay cause Caonfigure external DMS Servers: Configure... I

your outbound mail to

stop working. | oK. I Cancel Help |
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10.Click OK, then click OK 5.0 Gobal Setings
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Disallow public folder referrals
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SmallBusiness SMTP Connector. Your connector may have a different name
depending on your setup.

12. Right mouse click on

the connector and SmallBusiness SMTP connector Properties E |
choose properties. Content Restrictions I Delivery Options I Advanced I Details

13.Select “Forward all mail
through this connector
to the following smart
hosts”

14.In the box below, fill in
the name of your
assigned outgoing
server.

Connected Routing Groups I D elivery Restictions
General

Addresz Space |

: SmEﬂBusiness SMTP connector
*
*

a__._.

\d

rks’e [DMS to route to each addresz zpace on thiz connechor

& Fopward all mail through this connectar to the following smart hosts

| asp-8-submit.reflexion.net

Local bridgeheads:

Server I Wirtual Server |
SBS Default SMTP Yirtual Server
Add. | Bemove |

[T Donat allow public folder referrals

| Qk, I Cancel | Apply Help
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SmallBusiness SMTP connector Properties EE3
Content R estrictions | Delivery Options I Advanced | Detailz I
General I
15.Go to the Address Space Address Space I Connected Routing Groups | Deliverny Restictions |
ta b Create, modify, or remove an address space.
. Type | Address | Coszt |
16.Verify that your setup SMTP . 1
matches the one pictured
here.
Add... Tl oditiy. Remove
— Connector scope
f* Entire organization
i~ Routing group
[T Allow meszages to be relayed ta these domains

Ok I Cancel | Apply | Help |

17.Required ONLY if you
do NOT have a static 1P [ T Y

address: Click on the ™ Anonymous access
* N
Advanced ta b’ then il‘_l‘l,g:!frl-:m (|=n] p-:l::::::'.-'-.'l_lrd rr:qunr:d
click Outbound (% Basic authentication [password is sent in clear te:-ctT‘,’
*
H *
Security... .
Uszer; user@yourcompany. com

18.Required ONLY if you
do NOT have a static IP

" Integrated Windows Authentication

Tihe client and zemver neqotiate the Windows Spstems Secunty Prowider
address: Select Basic Interface,
authentication and Aooogs® badify... |
. o *
check TLS encryption &

v TLS encryption
then click Modify... and

] Cancel Help
enter your Total | |

Control username and
password.

19.Click OK and then OK again and verify that email is going out through the
system. A restart may be required for changes to take effect.
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1. Open the Exchange

Management Console. File Action Yiew Help

« = | &[m| 2 m

2. Open Organization 3 Microsoft Exchange B Hub Transport

H H [=]-{aas, Crganization Configuration
Conflguratlon and select L ,ngaill:unx : Rernoke Domains l Accepted Domains | E-rnail At
Hub Tra I'ISpOI't. ----- i) Client Access JDlirQaJiQQVSEHd Connectars |Edge Subscription
i Hub Transpart ;s =™ Stakus
irm S L [ e I Ira——
L Laikadessaging
3. Select the Send Connectors _, .jue® %" Server configuration T
tab -2, Recipient Configuration —
|| =8 Toolbox Remonye
. . a Properties
4. Right-click on Default I | T L L bl -

Connector and choose ss===""
Properties.

Default Connector Properties | X

General | Address Space  Metwork I Source Server |

5. Select the Network tab.

Select how to send mail with this connector:

6. Select “Route mail through the

" Use domain name system [DNS] "M<" records to route mail automatically

[
fOI|OW| ng sma rt hosts :” Tua, "ay, J ™| Enable Domain Security (Mutual Auth TLS]
' Route mail thraugh the follawing smart hasts:
7. Click Add. P Add... | 7 Edit...
Smart host

8. Select Fully qualified domain name

(FQDN):
9. Enter the name of your assigned ASP e

server: asp-8-submit.reflexion.net Hone _Dherge..|

[T Use the Exgtemal DNS Lookup settings on the transport server "
.0
’0
.0
.0
0K | Cancel | Apply | Help4|

10.Required ONLY if you do NOT have a static “=saaii

IP_address: Click Change... under Smart |B008

. . Example: 192.168.10.10
host authentication:

& Fully qualified domain nare [FEOM):

| asp-8-submit.reflexion.net

Example: smarthost. company. com

ak I Cancel
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11.Required ONLY if Configure Smart Host Authentication Settings
you do NOT have a f‘ﬁg‘r%‘
static IP address: In % Basic Authentication

v iHasic Authentication over TLS

the Configure Smart n

o U 3

Host Authentication.*’ e
*

Settings dialog box,

|user@ynurcnmpany.cnm > TERRRRRY]

Password:
select Basic [sesssece
Authentication Mate: all gmart hostz must accept the same user name and pazsword.
?
then check Basic " Exchange Server Authentication

" Externally Secured [for example, with IPsec).

Authentication over
TLS, then enter your

supplied User name ok |
k. Cancel

(in the form

user@yourcompany.com) and your Password, then click OK.
12.Click OK again.

13.0pen the Exchange Management Shell and enter both of the following:
Set-SendConnector —-identity “Default Connector” —-Port:587
Set-RecipientFilterConfig —-Enabled S$true
Note: If you see a warning saying...

The command completed successfully but not
settings of ‘RecipientFilterConfig’ have been
modified

...do not worry. This means that recipient filtering is already enabled
on your system and no further changes are required.



